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Introduction

The Axiell (web) API aka Adlib webopac (wwwopac.exe or
wwwopac.ashx), implements the Axiell/Adlib core-software functionali-
ty for web applications and is installed as a supplementary program to
an existing web server (currently minimally IIS 7.0 for Windows Serv-
er 2008 SP2).

But the program has no graphical interface, so therefore a (web) ap-
plication is needed to call the functions of the API. Such an application
can be a website on which visitors are able to search your catalogue
via the internet, and maybe place reservations, or take care of other
business.

For this, the standard Adlib Internet Server (AIS) web application
(which can largely be adjusted to your preferences) is available.

When installing the old Adlib wwwopac.exe CGI extension, you usually
also install the Adlib Internet Server web application, although in
some cases you may only want to install a wwwopac.exe server.

The later Adlib wwwopac.ashx on the other hand, is a .NET HTTP
handler through which the client-side Adlib API (Application Program-
ming Interface) has been implemented. An Adlib Internet Server web
application may be part of the package you are installing, but with this
HTTP handler, chances are you are building your own (web) applica-
tion and you probably want to install the wwwopac.ashx server sepa-
rately.

The latest version of the API uses the ASP.NET Web API framework
and is therefore no longer an HTTP handler (so it no longer requires
the physical wwwopac.ashx file, although it is still part of the call to
the API) and is fully backwards compatible.

This installation guide provides the information you need to just install
wwwopac.exe or wwwopac.ashx or the web API on a server. Please
see the Adlib Internet Server installation guide for information on how
to install a complete Internet Server package.
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1 Requirements

You will need the following software on the server to be able to use
the Adlib webopac (wwwopac) 6.5.2 or higher:

1.1 wwwopac.ashx/web API

minimally Windows Windows Server 2008 SP2 (supported as long
as Microsoft supports this Windows Server version), although we
recommend installing the latest version.

an Adlib application (with a subfolder \data), although an applica-
tion is not strictly necessary, in principle just the \data folder is
sufficient. A requirement is that the application data directory is
actually accessible. If the data directory resides locally on a serv-
er, this accessibility shouldn’t be a problem. However, should the
data directory be located on a different server, then you have to
check whether the access rights to the share and the ntfs rights to
the relevant folder have been set up properly. For access to the
relevant share, by default the account is used under which the ap-
plication pool is running.

the package of files that make up the API. If you are using a 32-
bit operating system then you must use the (standard) 32-bit ver-
sion of these programs, while for a 64-bit operating system we
recommend to use the 64-bit version. If you decide to use the 32-
bit version on a 64-bit OS anyway, you must enable 32-bit appli-
cations in your application pool for the relevant .ashx explicitly if
your API still contains the physical wwwopac.ashx file.

http server software must be installed on the servers on which the
API will be placed, such as IIS 7.0 for Windows Server 2008. This
makes it possible for workstations (client side) to access pages
from the server. For the required Windows versions, these ser-
vices are available: already installed, or included in the Windows
installation package.

Other web servers with scripting support (e.g. Apache and PHP)
can also be used.

The Microsoft .NET Framework (minimally version 4.6.2, but latest
version is recommended) must be installed on the server. See
http://msdn.microsoft.com/en-us/netframework/aa569263.aspx. (If the
.NET Framework still has to be installed, then please take into ac-
count that the web server might need rebooting after this installa-
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tion.)

On IIS 7, ASP.NET must operate in integrated mode (which is the
default configuration). The application pool which we will create
for the API server later on in this manual, must run in this mode.
It is also a requirement that physical or virtual folders above the
API folder do not run in earlier versions of the .NET Framework, so
a .NET 2.0 application pool must not contain applications or fold-
ers using .NET 4.6.2.

If Active Directory authentication will be used for access to the
database, instead of SQL authentication, then the application pool
must be configured to use an account which has access to the SQL
Server.

Use servers with at least a dual-core Intel Pentium processor, and
2 GB RAM or more.

1.2 wwwopac.exe

minimally Windows Server 2008 SP2.

an Adlib application (with a subfolder \data), although an applica-
tion is not strictly necessary, just the \data folder is sufficient. A
requirement is that the application data directory is actually ac-
cessible. If the data directory resides locally on a server, this ac-
cessibility is in principle not a problem. However, should the data
directory be located on a different server, then you have to check
whether the access rights to the share and the ntfs rights to the
relevant folder have been set up properly. For access to the rele-
vant share, by default the account is used under which the appli-
cation pool is running.

the wwwopac executable, plus accompanying files delivered with
the package. Put all dlls in the same folder as wwwopac.exe.
Optionally you can place the above mentioned files in the Windows
\system32 folder too, instead of in the web application folder. Al-
ways, the \system32 folder is searched for these files first, and
only when they are not present there the virtual directory from the
search request is searched. But in \system32 the Adlib files cannot
be kept up-to-date very comfortably.

an adlib.lic file, containing your product license.

http server software must be installed on the servers on which
wwwopac and the web application will be placed, such as IIS 7.0
for Windows Server 2008 SP2. This makes it possible for work-
stations (client side) to access pages from the server. For the re-
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quired Windows versions, these services are available: already in-
stalled, or in the Windows installation package.

e The Microsoft .NET Framework version 4.6.2 is not required on the
server for a wwwopac.exe web service, but it is still recommended
to create a (.NET) application pool for the web service, for safety
reasons.

For more information about .NET 4.6.2 see:
http://msdn.microsoft.com/en-us/netframework/aa569263.aspx.

(If the .NET Framework still has to be installed, then please take
into account that the web server might need rebooting after this
installation.)

On IIS 7, ASP.NET must operate in integrated mode (which is the
default configuration). The application pool which we will create
for the wwwopac.exe server later on in this manual, must run in
this mode.

It is a requirement that physical or virtual folders above the
wwwopac.exe folder do not run in earlier versions of the .NET
Framework, so .NET 2.0 application pool must not contain applica-
tions or folders using .NET 4.6.2.

If Active Directory authentication will be used for access to the da-
tabase, instead of SQL authentication, then the application pool
must be configured to use an account which has access to the SQL
Server.

e Use servers with at least a dual-core Intel Pentium processor, and
2 GB RAM or more.
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2 The installation procedure

2.1 web API/wwwopac.ashx: IIS 7 setup under
Windows Server 2008 SP2

Besides a new subfolder for all Adlib web service files, you need to
make at least one so-called application in IIS, to secure your server
and to create an internet address.

If the new web service (application) is the only one running on
the server, then of course the default .NET 4 application pool
can be chosen. However, if multiple web services are present
on the server, it's best to configure one application pool per
web service, to keep the processes of the web services sepa-
rated at all times. A new application pool can be created un-
derneath the Application pools in IIS.

In Windows Server 2008, you create a new application as follows:

1. Start the Internet Information Services (IIS) Manager by clicking
Start > All programs > Administrative tools > Internet Infor-
mation Services (IIS) manager. In it, open the Sites node. Then
right-click the site in which you want to accomodate your web ser-
vice, the Default Web Site for instance.

!
" Internet Information Services (115) Manager [_TO[x]
@ y [@ » IBBT b Stes b DefadtWebsite » |k 1@ -

file View Help

q Default Web Site Home

2 Explore

d start Pags —
=45 88T (ADLIEierik) roup by: Area =
L} Application Pools ASP.NET D Edit Site

1. Edit Permissions. ..

& sites

| site .
BN Dt it Site: \@ (*] F (2 gﬂ [ Basic Settings...

w LEIRY

Bindings...

MET MET JMET Prafile MET Roles MET Trust Wiew Applications
Compistion  Globalization Levels

Wigw Yirtual Directories

2. In the pop-up menu that opens, choose Add Application. The Add
Application window opens.

3. First, enter the desired Alias for the application, for example
Ad1ibAPI or Adlibwwwopac; choose a clear, descriptive name.
Then select the path to the physical folder on your system in
which the API files can be found.
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Add Application HE |

Sike name:  Default Web Sike
Path: !

fAlias: Application pool:

Iwwwopac DefaultAppPool Select... I

Example: sales

Physical path:

ID:'l,wwwu:upac |

Fass-through authentication

Connect as..., Tesk Settings. ..

(0] 4 Cancel

The format of the URL for calling the Adlib API web service be-
comes (even for the latest version of the web API, which doesn’t
have a physical wwwopac.ashx file):

http://<webserver>/<application alias>/wwwopac.ashx

4. Click the Select button to set the base application pool. Select
ASP.NET v4.0 or your own .NET 4.0 application pool. Click OK.

Select Application Pool 7 x|
Application pool:
ASP.MET v4.0

Properties:

.Met Framework Version: 4.0
Pipeline mode: Intearated

0K I Cancel

5. Click OK in the Add application window to create the application.
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2.2 wwwopac.exe: IIS 7 setup under Windows
Server 2008

Besides a new subfolder for all Adlib web service files, it is recom-
mended to make at least one so-called application in IIS, to secure
your server and to create an Internet address.

Contrary to wwwopac.ashx, the wwwopac.exe is not depend-
ent on a .NET framework, so it is not mandatory to create a
separate application pool for wwwopac.exe, and neither is it
mandatory to define the wwwopac folder as a web application.
However, we do recommend to create a virtual directory for
the folder which contains wwwopac.exe, and then to convert
this directory to a so-called application.

In Windows Server 2008, the web service setup is as follows:

1.

Open the Server Manager by clicking Start > All programs > Ad-
ministrative tools > Server manager.

[E.server Manager [_[O]x

fle Action View Help

@ = [

i Features

il Configuration
25 Starage

Server Manager (IBET)

Disgnostics T;‘}. Get an overview of the status of this server, perform top management tasks, and add or remowe server roles
= |

cles
and features,
~) Server Summary [ server summary Help

~ Computer Information & Change System Properties

~) Security Information @ Goto Windows Firewsll

~) Roles Summary I Roles summary Help
~) Features Summary A Features summary Help

v) Resources and Support [ Resources and support Help

<4 Last Refresh: 6/3/2009 +:34:00 PM  Canfigure refresh

In the left window pane, click the Roles node and then click the
Add role Services option right next to the Role services header in
the Web Server (IIS) section in the right window pane (fold in sec-
tions or scroll down if you do not see the section immediately).
The Add Role Services window opens. In it, select the Role ser-
vices page and mark the CGI checkbox. Click Next and then click
Install.
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T
Fle Action Yiew Help

% 7@ A 00|
8 Server Manager (T67) E——

Wiew the health of the roles installed on your server and add or remove roles and features,

55 storage

~) Roles Summary [ rales summary Help

~| File Services [ Fie servicss Help

! Terminal Services [ 1erminal services Help
~ Web Server (IIS) [ web server (11s) Help

Provides a reliable, manageable, and scalable Web appiication infrastructure.
~! Role Status Go to Web Server (115)

Messages: Hone
System Services: 3 Running, 1 Stopped
(@ Events: 1 informational in the last 24 hours

“! Role Services: 21 installed Eﬁ, i Role Services
24 R Rl Servi
Role Service [stats J | B Remove Rols Services -

£% Last Refresh: 6/3(2009 5:02:28 PM Corfigure refresh

If CGI has been installed already, the CGI checkbox will be dis-
played checked and greyed out. Close the Server Manager.

Id Role Services

%:a Select Role Services

Select the role services b install For Web Server (115);
Confirmation Rale services: Description:

Progress Y ‘Wieh Server provides support for

HTML Weh sites and optional support
Restlts = [@ Common HTTP Features (Installed) for ASP.NET, ASP, and Web server
Static Content {Installed) extensions. You can use the Web
Default Document (Installed) Server ko host aninternal or external
Directory Erowsing (Installed) Web site or ko provide an environment
STTP Errors (Installed) for develapers to create Wab-hased
applications.,
[ HTTFP Redirection

= [@ application Development (Installed)
ASPLMET (Installzd)
JMET Extensibilicy (Installed)
[ ase
CaI {Installed)
15API Extensions (Installed)
ISAPI Filkers {Installed)
[] server Side Includes
= [E Health and Diagnastics (Installed)
HTTP Logging {Installed)
[] Logging Toals
Request Monitor (Installed)
[] Tracing
[] custam Logging =

ARG 1 mm—inn

More about role services

= Previous | [iExt > I Install | Cancel I
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3. Open IIS by clicking Start > All programs > Administrative tools >
Internet Information Services (IIS) manager.

4. Open the Sites node and right-click the site in which you want to
accomodate your web service, the Default Web Site for instance.
In the shortcut menu that opens, select Add virtual Directory. The
Add virtual directory window opens.

Add ¥Yirtual Directory EHE |

Sike name:  Default Web Site
Path: !

Alias:

Example: images

Phrysical path:

| ]

Pass-through authentication

Conneck as... Test sethings. .. |

(0] I Cancel

5. Type a clear and descriptive name for the virtual folder in the Alias
field, Ad1ibWebApp or Adlibwwwopac for example. Then select the
path to the physical folder on your system in which wwwopac.exe
and its accompanying subfolders and files can be found.

The format of the URL for calling the Adlib web service becomes:
http://<webserver>/<application alias>/wwwopac.exe

6. Click the Connect as button and select Application user in the dia-
log which opens. Click OK in both windows to create the virtual di-
rectory.

7. Underneath the Default Web Site, your new virtual folder now
appears. Right-click it and choose Convert to application in the
pop-up menu. The Add application window opens, with virtual di-
rectory details already filled in. Click the Select button to set the
base application pool. Select ASP.NET v4.0. Click OK in both win-
dows to create the application pool.
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Application pool:
ASP.NET v4.0

Properties:

Met Framewark Version: 4.0
Fipeline mode: Integrated

oK I Cancel

8. To make sure that the wwwopac.exe will be used as CGI handler
and won't be downloaded as a file, you’ll have to create a handler
mapping in IIS.

Select your virtual directory and double-click the Handler Map-
pings icon in the middle window pane of the Internet Information
Services (IIS) Manager. When the Handler Mappings page is visi-
ble, click the Add Script Map option underneath Actions in the
right window pane.

™ Internet Information Services {IIS) Manager [_[o]x]
@,_, [ & v 18T b Stes b DefautWebSie b wowopac b |k @ -

Ele View Help

= Handler Mappings

L vaageu e
Add Script Map, .

Use this Festure to specfy the resources, such 25 DLLS and managed code, that hardle ||

9. The Add Script Map window opens. In the first entry field, enter
wwwopac .exe, and in the second field enter the full path to it, for
example like in the figure below. In the last entry field, enter a
name of your choice for this executable reference; this name iden-
tifies the handler mapping in the mapping list in the IIS Manager
main window.

Make sure that the name of the executable: wwwopac.exe, in the
first two entry fields both have been entered in lower case, like
below, or both in capitals (otherwise you’ll get an error message).

14
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Add Script Map EHE

Request path:

|wwwopac.exe
Example: *.bas, wsve,axd

Executable:

ID:'l,wwwopac'l,wwwopac.exe v

Mame:

Iwwwopad

Requeskt Restrictions. ..

Ok I Cancel |

Click the Request restrictions button to check if the proper re-
strictions have been set: this is usually the case, by default. No
settings have to be marked on the first two tabs, and on the third
at least Script access must have been selected. Click OK in both
windows.

.Mapping I Verbs ¢

Spedify the access required by the handler:
= Mone

Read

Wirite

Ol Tie

Seript

]

Execute

OK I Cancel |

In the Add Script Map message which then appears, click Yes.

C Do you want to allow this ISAPT extension? Click "fes" ko add the
L | extension with an "Allowed" entry to the 1SAPT and 6L
"= Restrictions list or to update an existing extension entry to
"&llowed” in the ISAPL and CGI Restrictions list.,

ho Cancel
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10. The Script Map for wwwopac.exe has now been created and is
visible in the Handler Mappings list.

|
" Internet Information Services (115) Manager [_TOlx]
@,_ o [ & » mET b Stes » DefatwebSte » wowopac & < S -

File View Help

[Eomections . [acions
FEETEIY = Handler Mappings

Jel fidd Managed Handeer ..

&3 Start Page Add Script Map. ..
B & o (DL Use this feature b specify the resources, such as DLLs and managed code, that handie e
R respanses For specific request kypes. #dd Widcard Script Map...
2} Application Ponls

= (@] Sites Group by: State - Add Module Mapping...

= @ Default WebSite| | “pyamg + | path | state [ pai=| Edit...
| aspet_client| | T e S
&1 wwwopac WebAdmirHandler-Intsgrated wiehAdmin.axd Enabled un
) \WebServicsHandlerFactary-Inte...  *.asmx Enabled Un K Remove
WebServiceHandlerFactary-15AP. . *.asmx Enabled un Edit Featurs Permissions. .

WebServiceHandlerF actory-ISAF

*.asmy Enabled Un

Revert To Inherited

£ z it Y View Ordered Lis..,
xoml-64-I1SAPT-2,0 *,xoml Enabled Un .
oml-Integrated * scoml Enabled Un ® Hep
xoml-ISAPI-2,0 * coml Enabled Un Online: Help
StaticFile * Enabled Fil
4] | »

£l | v| [ Peatures view | & Content view

Configuration: 'Default eb Site/wwwopac' web.config

9

2.3 Configuring the web service with adlibweb.xml

The adlibweb.xml file serves to initialize the API. In here you must at
least enter a <databasepath> and a <database>:

e See chapter 1 in the WWWOPAC reference guide for more infor-
mation about configuring wwwopac.exe through adlibweb.xml.

e See http://api.adlibsoft.com/site/documentation for more infor-
mation about configuring the API through adlibweb.xml.
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3 User authentication

Adlib applications (Windows applications as well as Axiell Collections
and the other web applications) which run on an SQL database can be
secured in different ways: some users should only be allowed to re-
trieve and view data, while others may enter and/or remove data or
even get to manage the database itself. Therefore, users must be
authenticated before they are allowed to work with Adlib. Authentica-
tion of users for access to your SQL database can essentially be set up
in two ways:

e SQL authentication in combination with Adlib access rights
- In this case, the Adlib core software always connects to the
server via one and the same general user name and password
which are set in the Adlib database structure files (.inf). That one
“user” must get sufficient permissions in the SQL database, so
that in principle the database can be managed in its entirety. The
limiting access rights for the actual individual users, must be set in
the Adlib application structure files (.pbk); see the Adlib Designer
Help for more information about this. In this setup, those .pbk
files do need to be located in a secured, e.g. virtual, Adlib folder,
to prevent them from being modified by unauthorized persons;
see the Installing Museum, Library and Archive guide for infor-
mation about setting up a virtual folder for Adlib structure files.
The advantage of this authentication method is that the access
rights management mainly takes place in Adlib, and can be done
by an Adlib application manager. This authentication method is al-
so the easiest method for solving any individual problems with es-
tablishing a connection to the SQL database in a multi-server envi-
ronment; this is because the other authentication method (see be-
low) uses Active Directory, which may sometimes complicate user
authentication in a multi-server environment.

A disadvantage may be that user names and passwords are locat-
ed in an Adlib .pbk file which needs to be secured well. Also, all
Adlib users must actually be registered and managed in the .pbk
file.

¢ Windows authentication by means of Active Directory, pos-
sibly in combination with Adlib access rights - With this
method, you use the Windows login data (user names and pass-
words) which has already been registered in Active Directory for
your local network. For the benefit of Adlib, those users must, as
much as possible, be divided into groups which should be assigned
different access rights in SQL Server. So, access of the individual
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user to the SQL database depends on the name and the password
with which the user is logged onto the local network. Any further
refinement of the access rights can be taken care of in Adlib.

An advantage of this method is that user names and passwords
are well secured in Active Directory, and that all users of the net-
work are already registered; only for the benefit of Adlib you'll still
have to divide the users into groups which can then be assigned
certain access rights per group.

A possible disadvantage in a multi-server environment is that each
server has its own Active Directory (the servers could have sepa-
rate domains), and because of this it may sometimes be difficult
to streamline user authentication.

Anonymous internet users who retrieve data from the Adlib SQL data-
base via your web application, enter your network under one and the
same IIS account name, by default this is TUSR <server> in which
<server name> has been replaced by the actual name of the server
on which the web application runs; under Windows 2008, the default
account name is just IUSR.

If you use SQL authentication, in principle all users have full access
rights. You’ll have to protect your database from unauthorized writing
and deleting by internet users first by limiting access to data sources
via the adlibweb.xml configuration file. A further refinement of the
access rights for anonymous internet users is possible, for instance by
specifying access rights on record level in Adlib: the IIS account name
for the anonymous users can then be entered as user name in a field
to be added to your application for this purpose, which has to be set
as Authorisation user field with Exclude as Authorisation type in the
database. Every record in which subsequently said account name is
stored, is excluded from results of any API search from then on. See
the Use the authorisation functionality paragraph in the User authenti-
cation and access rights topic under the General topics chapter in the
Designer Help for an explanation about setting up this type of access
restriction.

If you use Windows authentication, the account name for the anony-
mous internet user must be set as login name in SQL Server, with just
the read-only access rights for example. It is possible that the default
account name is not available in SQL Server, in which case you’ll have
to create a different account name for the anonymous users in IIS
yourself. That name should then appear amongst the Active Directory
account names of users when you create a login in SQL.

In both cases, the anonymous internet users must have read-only
rights to the folder in which the Adlib .inf files are located. For this
purpose, these files can be copied to a suitable location, if desired.

18
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Which authentication method is to be preferred, depends on the way
in which your Adlib system has been installed, on the setup of your
local network, and on your own preferences and security policy.

Below, you'll find a step-by-step procedure for setting up either au-
thentication method properly.

3.1 Setting up SQL authentication

1.

Start Microsoft SQL Server Management Studio (Express), open
the Security folder underneath the SQL Server folder and right-
click Logins. In the pop-up menu which opens, click the New Log-
in... option.

25 Microsoft SQL Server Management Studio Express

File Edit View Tools Window Community F

D NewQuery | [y |3 | Z ¥t W @ | B
Object Explorer > 1 X
B T[E
= Ld ERIK-HP (5QL Server 9.0.3077 - ADLIB\erik)
[ Databases
= 3 Security
=] Logins
2 Senvr \&QJ
[ Crede Filter
[ Server Ob
3 Replicatio
3 Managem Refresh

[ |

Reports 2
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2. In the Login - new window, choose a sensible login name, mark
the SQL Server authentication option, provide a password, confirm
the password, and choose your Adlib SQL database as the Default
database. (Do choose a hard to guess and sufficiently long pass-
word, otherwise the program produces an error message when
you close this window.) Then unmark the User must change pass-
word at next login checkbox (remove the check).

H Login - New | ] S
Selecta I J
f Gener‘;‘ﬁ ‘; Serpt = Lj Help
12 Server Roles
127 User Mapping Login name: GeneralAdibSQLAccess
1% Securables B
1 Status () Windows authentication

‘@.

SQL Server authertication

Password LYY

Confirm password:

Enforce password policy
Enforce password expirstion
User must change password at next login

Cerificate name:

Connection
Key name:
Server:
ERIK-HP
) Diefautt database: [ADLIBSGLDB -
Connection
ADLIB erik Default language: [<deéauh> ']

7 View connection properties

Progress
Ready
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3. Select the User mapping page in the current window. In the list on
the right, again mark your Adlib SQL database, and in the list be-
low it, mark the db_owner role. (Leave the public role marked.)

[ ﬂ Login - New E@Ig
S_;an:?p I Script + [ Helo
|57 Server Roles
17 User Mapping Users mapped to this login
1 Securables Database User Default Schema
& Status | ADLIBSQLDB General AdlibSQLAccess ™)
1 master
[ modsl
[ msdb
[ tempdo

Guest account or: ADLIBSQLDE

Database role membership for: ADLIBSGLDB

‘Connechon
[7] db_accessadmin
Server. [ db_backupoperator
ERIK-HP [7] db_datareader
Connection: [[] db_datawriter
ADLIBerik [7] db_ddladmin
4 View connection properties % ::::m:::;‘:r
gldower |
Progress [7] db_securityadmin
[¥] public
Ready

Then click OK. The new login is now present in the list.

45 Microsoft SQL Server Management Studio Express lﬂ@
File Edit View Tools Window Community Help

D NewQuey | [ | [ |5 ¥ ek W @ (B BB B o9
Object Explorer =B Summary| > x
BH= TE o @ e T oEE

= [ ERIK-HP (SQL Server9.03077 - ADLIB\erik)

31 Databases .
= [ Security a Logins
[+ ERIK-HPYSecurity\l agins 7 ltem(s)

[ Server Roles
Credentials
[ Server Objects
@ [ Replication

@ [ Management

Created
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4.

Installation of a web API server

Now check whether the login settings for the SQL Server are cor-
rect. In Microsoft SQL Server Management Studio Express, right-
click the SQL Server name, and choose Properties in the pop-up

menu which opens.

Az Microsoft SQL Server Management Studio Express : | (5] [
File Edit View Tools Window Community Help
D Newquery | Oy |3 | S ol 5 @ B B B BT _
Object Explarer T % | Summary =
@& T EE
Connect...
[ Databases D
3 Security Disconnect ERIK-HP (SQL Server 9.0.3077 - Al
3 Server Objects Register... ERIK-HP 5 ltem(s)
(3 Replication "
(3 Management ew Query
il Start Name
Stop [ Databases
Pause [ Security
Resume [ Server Objects
Restart [d Replication
[ Management
Reports 3
Refresh
‘ Properties .

5. Select the Security page and mark the SQL Server and Windows
Authentication mode option, if that hasn’t been done yet. (This is

sometimes also called mixed mode.)

[§ Server Properties - ERIK-HP

=

(5]

Selectapage ‘ ] .
Script Hel
142 General S pt Lj p
12 Memory
A Processors )
1% Security Server authentication

%A Connections

() Windows Authentication mode
f Database Settings

@ Failed logins onty
() Successful logins only

() Both failed and successful logins

%A Advanced @ SGL Server and Windows Authentication mode
2 Pemissions

Login auditing

(©) None

Open the Permissions page to be able to check the access to the
SQL Server for the new login. Select your login in the Logins list,
and in the list below it mark at least the Grant permission for

Connect SQL, but you may assign more rights if you wish.
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ﬁ Server Properties - ERIK-HP EIEIQ
Selecta page It

Script - Hel
A General ; A m &
1 Memory
4 Processors Logins or roles:
1A Securty A
1 Connections fame Type
[ Database Settings LaMMS_SOLHEp\icaﬁnnS\gmngCerlﬁcaieﬁﬁ Login
ﬁ Advanced LaMMS_SQLﬂesourceSigningCemﬂcatem Login F
2 Pemissions La ERIK-HP"5QLServer2005MSF TEUserSERIK-HPSMSSQLSERVER Login
La ERIK-HP"5QLServer2005MS5QLUserSERIK-HPSMSSQLSERVER Login
a ERIK-HP"5QLServer20055Q LAgent UserSERIK-HPSMSSQLSERVER  Login =
= GeneralAdibSQLACCess Login
[ INGEBOUWD Administrators Login
La NT AUTHORITY\SYSTEEM Login
< (T ] »
[ Effective Pemissions ] Bemove
Explicit permigsions for General Adlib SQLACcess:
Permission Grantor Grant With Grant Deny -
Conneciion Alter any evert notifi...  ADLIBYrik | | |
Server Alter any linked server  ADLIBerik = = = p
ERIKHP Alter any login ADLIB erik |} = =
Connection: Alter resources ADLIBerik /| M| M| =
ADLIB"zrik Alter server state ADLIB erik = = =
34 View connection properties Alter settings ADLIBNerik ] ] ]
Altertrace ADLIBerik |} = =
Progress Authenticate server ADLIBerik | |
Ready Connect 5aL ADLIB\erk B B
Connect SQL sa = =
Control server ADLIB erik [ [ 2
==

If you click the Effective permissions button, you can see which
rights users with this login actually have.

,5? Effective Permissions

:@g

Selecta page
1 General

g Script - m Help

GeneralAdibSGLAccess|
ERIK-HP

Principal

Securable:

Effective permissions:
Permission
CONNECT SGL
VIEW ANY DATABASE

Click OK to close this window, and click OK again in the Server
Properties window to store the changes.
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7.

Because you have changed settings for the SQL Server (from Win-
dows Authentication mode to SQL Server and Windows Authenti-
cation mode), the server needs to be restarted. First make sure
nobody is currently working in the database. Then stop the server
by right-clicking the SQL Server and choosing Stop in the pop-up
menu.

iz Microsoft SQL Server Management Studio Express

File Edit View Tools Window Community H
D Newquey [ |3 | ¥t A @B E
Object Explorer - 3 X
25 2 E3
= ER]K—HP (SO Server O
3 Databases O
[ Security Disconnect
3 Server Objects Register...
3 Replication
[ Management New Query
Start
Stop [ |
Pause
Resume
Restart
Reports 3
Refresh
Properties

When the server has stopped, this is indicated by a red icon in
front of the server name. Right-click the server name again and
now choose Start in the pop-up menu.
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4z Microsoft SQL Server Management Studio Express

File Edit View Tools Window Community H
S NewQuery | [y [ | a¥ el W @ |2 E
Object Explorer > 1 X
2 2 2]
EWI-Y ERIK-HP (5QL Servey
[J Databases IR
[ Security Discennect
3 Server Objects Register...
[ Replication
[ Management New Query
Start .
Stop by
Pause
Resume
Restart
Reports 3
Refresh
Properties

If the icon turns green 18, it means the server is up and running
again. Microsoft SQL Server Management Studio Express can now
be closed.

8. Start Adlib Designer, and in the Application browser open the fold-
er in which the .inf files of your Adlib SQL database are located.
Select a random .inf file, for instance that of DOCUMENT. For the
User name, enter the login name which you defined in SQL Server,
in our example: GeneralAdlibSQLAccess. For the Password, enter
the password which you provided for this login in SQL Server.
Every time you leave one of these two field, Designer will ask you
if you want apply this change everywhere; click OK in both oc-
cassions. This means you don't have to manually repeat your set-
tings for the other .inf files. Now, save all changed files.

Note that we assume here that you've already set the Storage
type, Data Source Name and Server options on this tab correctly.
If not, then do that now (for all Adlib databases).
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1@ Application browser (=[=] =
File Edit View Applicationlanguage Help
CHAXE @D iE e 20
nJ data Detabase propeties | Adapl Procedires | Advanced | Access nights
auction LeTaur 3ccess ngns A
bomcat
borower Record ownertag =
e et
@ circutt
collect E
- Recond
@ collname eoors S22 Data Source Parameter changed
Minimum record size
- consenva
copies L A SQL data source parameter has been modified.
coss Index parameters Nomialy the SQL parameters are the same for al
- Locak databases in your system.
eumensy ale Doyou want 0 sdus he selings of o ther databases
@ documert
8l Datasets {9) Left truncation
i Indexes (43) Include inful text index
& Fields 217)
D Intemal nks (1) Logang
.
@ fees Logging file =]
® fines =
- letters Data storage
[ loans Storage type Wicrosoft SQL server -
orders Data Source Name
people ADLIBSQLDB Text
photo Server ERIKHP
B price
repriang User nams GeneralAdibSQLAccess
~[@ reprordr
. ~ || Password — L
« I v >
C\AdIib software\Model SQL application 3 4\data\decument

Then click the Test button behind the Data Source Name entry
field to test the connection with the SQL Server. If the connection
is successful, the text OK appears above the button.

Data storage

Storage type [Muusuﬂ SQL server '] o
Data Source Name ADLIBSGLDE ez,
Server ERIK-HP

User name GeneralAdibSQLAccess

Fassword

If anything goes wrong, you'll be so notified and the red text ERR
appears above the Test button. Then check your settings on this
tab, and the settings in the SQL Server.

All Adlib users, and any other users who know the login name and
password, now have full (dbo: database owner) access rights to the

SQL database. That is probably undesirable. Therefore, use the adlib-
web.xml file to configure global access rights, and use the different
internal Adlib mechanisms to set access rights for individual users.
See the Designer help for more information about the latter.
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3.2 Windows authentication with Active Directory

1.

Divide all Adlib users in Active Directory into groups, so that in
SQL Server only groups need to be entered and assigned access
rights, instead of having to do that for each individual user. For
example, you can put together groups for users who are only al-
lowed to view data (e.g. trainees and visitors), for users who are
allowed to view, edit, enter and delete (e.g. registrars and librari-
ans), and for users allowed to manage the database structure.

Start Microsoft SQL Server Management Studio Express if that
hasn’t been done yet, open the Security folder underneath the
SQL Server folder and right-click Logins. In the pop-up menu
which opens, click the New Login... option.

25 Microsoft SQL Server Management Studio Express

File Edit View Tools Window Community F

D New Query | [y [ | S ¥ ek ol @ [ E
Object Explorer -3 X

B T[E
= Ijj ERIK-HP (5QL Server 9.0.3077 - ADLIB\erik)
[ Databases
= 3 Security
-
2 Server \&QJ
3 Crede Filter
[ Server Ob
[ Replicatio
3 Managem Refresh

Reports 2

27



User authentication

3.

Installation of a web API server

In the Login - new window, click the Search button to be able to
select an Active Directory user group. First, the Select a user or
group window opens. In it, click the Locations button and select
the network the Adlib users are part of, adlibsoft.com in our ex-
ample. In the Enter the names of the objects field, enter the par-
tial or whole name of a user group which you would like to set as
login, and click the Check names button. The Identical names
found window opens if the entered name is not yet correct. In this
window, select the desired user group and click OK. Also click OK
in the Select a user or group window.

‘Connection =

Server:
ERIK-HP

Connection:
ADLIBVerik

Progress
Ready

2% View connection| |

Identieke namen:

.
[ Login - New ‘ﬂl
Selecta page Ie . 1
Script ~ Hel
7 General ‘5 = Lj 3
% Server Roles
& User Mapping Login name: Search
147 Securables .
12 Status @ Windows authentication
<
Gebruiker of Groep selecteren (2] =2 ‘

Dit objecttype selecteren:

Gebruiker of Ingebouwde beveiligings-principal

Op deze locatie

adlibsoft.com Locaties

U U]
Geef de namen van de objecten op (voorbeelden):
adiib | Namen controleren |
Identieke namen gevenden B
Eris meer dan &én object dat met de volgende objectnaam overeenkomt: oK

"adiib”. Selecteer een object ut deze lijst, of klik op Annuleren als u de naam

Naam (RDN}

2, ADLIE Gebrukersr...
@, ADLIB Help Desk UK
2, ADLIE Helpdesk DE
2, Adib 115

E)Adlib License Maker

B ariman i o

Aanmeldingsnaam (va... E-mailadres In map

gebruikersgroep adlbsoft com/nl/User... —

helpdesk_uk helpdesk@uk adlibsof ...  adlibsoft.com/uk/User |E

helpdeskde helpdesk@de adlibsof...  adlbsoft com/de//User...

adlibiis adlibsoft com/nl/Servi..
adlibsoft com/Users il

AdiibLicense
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4,

In this example we chose the ADLIB\sales user group. We are now

User authentication

creating an SQL Server login with the same name. On this page,
choose your Adlib SQL database as the Default database, in this
example that happens to be ADLIBSQLDB.

Progress
Ready

3{ View connection properties

B Login - New |ﬂl
Select a page I "
5 - Hel
2F General ; e u =
27 Server Roles
A4 User Mapping Login name ADLIB"sales
' Securables )
_@n Status @ Windows authentication
") 50L Server authentication
U
Certfficate name:
Connection
Key name:
Server:
ERIK-HP
) Default datsbase (ADLIBSQLDB -
Connection
ADLIBerk Trer e [<defaut> -
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5. Leave the Server Roles to public, and proceed directly to the User
mapping page - in the top left of the current window you select a
page. On this page in the upper list, mark your Adlib SQL data-
base, and in the list below it, mark the role(s) you want to assign
to the current login, in this example: db_datareader (so that this
user group may only view data, not edit it). Leave the public role
marked by default. Click OK to close the window.

[ |j Login - New E@éf
57;"(’3":”‘&':‘;’9’ 5 seipt + [ Help
% Server Roles
_"’: User Mapping Users mapped to this login
_::_ gecumbles Map Database User Default Schema
& Satus | ADLIBSQLDE ADLIB\sales )
|:| "
[[1  model
[ medb
M| tempdb
[l l

Diatabase role membership for: ADLIBSGLDB

‘Connection
[7] db_accessadmin
Server: [~ db_backupoperator
ERIKHP bl do_gtoreader |
Connection: [] db_datawriter
ADLIB erik [7] db_ddladmin

[7] db_denydatareader
¢ View connection properties [ db_denydatawriter
[C] db_owner
Progress (7] db_securityadmin
[¥] public

Ready
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6. In the Object Explorer, now open your Adlib SQL database, with in
it the Security folder and subsequently the Users folder. Right-
click the user group you just added, ADLIB\sales in this example,
and choose Properties in the pop-up menu which opens.

1z Microsoft SQL Server Management Studio Express ===

File Edit View Tools Window Community Help

A NewQuery | [y [ | Fo¥es @ BERE S

Object Explorer - B x ummary | - x
2

] E3] =& 7 EEE
B [ ERIK-HP (SQL Server 9.0.3077 - ADLIB\erik) ~
= [ Databases D
3 System Databases ADLIB\SaIeS
[[3 Database Snapshots ERIK-HP\Databases\ADLIBSQLDB\Security\Users\ADLIB\sales 0 Item(s)

= |J ADLIBSQLDB
[ Database Diagrams
[ Tables Name
3 Views
[ Synonyms
[ Programmability
[ Storage

= [ Security

= 3 Users E
[
& d Mew User..,
[N Script Useras  »
A9
‘AI Reports 3
B pelete

[ Roles|

[ Scher Refresh

[ Asym Properties

[ Certificates

3 Symmetric Keys
3 Security
[ Server Objects
o P Rand b

Ready
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7. Here, mark the desired schema for this user: it should be the
same as the database role(s) marked in the list below it:
db_datareader in this example. The Active Directory user group
has now been added as an SQL Server user, with read-only access
rights.

|| Database User - ADLIBYsales | (B
Selecta I . 4
b Genall:lla!le ;l; Sl © U *Ep
} Securables
|2 Bdtended Froperties User name: ADLIBsales
ADLIB"sales
Default schema dho [e]

Schemas gwned by this user:

Owned Schemas -
[ db_accessadmin
db_backupoperator
db_datareader

O
\
[ db_datawniter
O
O

m

db_ddladmin
db_dernydatareader

Connection il
Server: A
ERIK-HP Database role membership:
Connection: Role Members -
ADLIBzrik [7] db_accessadmin
4 View connection [ _db_backupoperator .
| db_datareader
Progress [F] db_datawriter
[ db_ddiadmin
Ready [ db_denydatareader
7] db_denydatawriter -

e |

8. Repeat this procedure (the steps 2 up to and including 7) for the
other Active Directory users or user groups and assign the desired
access rights to everyone of them. Note that if you assign the
db_datawriter role, you should also assign the db_datareader role.

9. Also add at least one Active Directory user, probably yourself, who
gets the db_owner role as SQL Server user. For this user, set the
Default database in step 4 to master (all databases together): this
in case there is more than one SQL database which you should be
allowed to manage (for instance when a copy of your live Adlib
SQL database has been made, for testing purposes). And in step 5
you now do open the Server Roles page to assign the database
owner the sysadmin role as well. So, in the User Mapping you not
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only mark the public role, but the db_owner role too; here, you
can also select the databases which may actually be managed by
this user. In step 7, assign the db_owner schema to this user.

Selecta page . . 5
5 Generl ; Script - Lj Help
7 Server Roles
2 User Mapping Server role is used to grant server-wide security privileges to a user.
A Securzbles
A Status
Server oles
[ bulkadmin
[ dbereator
[ diskadmin

[ processadmin
public

[ securtyadmin
[ serveradmin
[ setupadmin

9. Now you can close Microsoft SQL Server Management Studio Ex-
press. Open Adlib Designer to test the connection between Adlib
and the SQL Server. In the Application browser, open the folder in
which the .inf files of your Adlib SQL database are located, and se-
lect a random .inf file, for example that of DOCUMENT. The User
name and Password can be left empty, because logging onto the
SQL Server is now done with the Active Directory login.

Note that we assume here that you've already set the Storage
type, Data Source Name and Server options on this tab correctly.
If not, then do that now (for all Adlib databases).

Data storage
Storage type [Microsoit SGL server -

Dats Source Name ADLIBSQLDB Test
Server ERIK-HP

User name

Password

Then click the Test button behind the Data Source Name entry
field to test the connection with the SQL Server. If the connection
is successful, the text OK appears above the button. If anything
goes wrong, you’'ll be so notified and the red text ERR appears
above the Test button. Then check your settings on this tab, and
the settings in the SQL Server.
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All Adlib users can now access the SQL database with their Active Di-
rectory user name and their own Windows password, with the access
rights as defined for their login in SQL Server. This probably protects
your database enough, but you can always still use the different inter-
nal Adlib mechanisms to refine the access rights for individual users.
Do make sure that no conflicting access rights are set this way: this
can of course lead to unexpected situations and confusion. You could
keep an overview of SQL Server rights and Adlib access rights as-
signed to users. See the Designer Help for more information about
access rights on Adlib level.
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